Source code scanning detail flow
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CI/CD Release flow

The CVCD service has a general set of capabilities that are in a desired order. Some are
limear and some can be performed in parallel. Mot all applications are intended to have the
identical zet of emvironments so long as the capabilities are available for each application.

Red itemns in diagram are partially implemented and are planned.
Hashed boxes ad dotted lines are planned future capabilities
Mot all applications or teams have adopted the full scope of flow
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Source code, build artifacts and deployment of build artifacts



WLAN= in DISC data center and lkogical distribution of CI/CD systems and environments















A= part of PI11 planning and going forward, all code will be moved into Bitbucket. This
means there are multiple paths teams can take depending on where code is stored now.
During the process, no changes to CWCD flow for the application will occur.
« 5VN iz a centralized source code management system (SCM) and because of that, the
only migration option is to stop all code changes and migrate the repository
+ Moving from 5VM to GIT based systems requires a conversion process
= All branches that need to be migrated from 5VN need to be specified as part of
the migration definition
» GIT based systems are far easier to migrate and because itis a distributed model. there
are more oplions.
« Moving from GIT to GIT {TFS to BitBucket) does not require 3 conversion process.
= Developers are able to continue working without access to origin
General process
Prereguizites
2. Create switch instructions (Jeff P}
a. High Level concept about switching the remate of a local checkout.
b. Reference popular GIT Client manuals
i. SourceTres [Preferred)
ii. W5 [Preferred)
iii. V5 Code
iv. TortoiseGit
3. Jira/BitBucket branching instructions Leverage instructions
4. Create location for capturing work outages due to BE connection. (Metis C5)
Developer BitBucket Sewp
All developers should hawve the knowledge to do the following.
1. Check BB Credentials.
a. A Developer can verify that they have a Bitbucket account by going to:
2. Setup HTTPS connection in desired client, we suggest SourceTree or GIT BASH

Repasitory Transition

Developers
1. Provide list of users who should be provided access to the repository
2. Motify DevOps of any critical conflicts with schedule as needed
3. if needed. complete Pull Requests in TFS for all time sensitive stories prior to transition
date.
4. Commit to local repositories but no push to remote during freeze window.
L. After successful transition and notification, follow the repository switch instructions.
€. Resume work with BE.
7. Follow the JiraBB branching instructions when creating new branches.
DevOps

Identify all contributors to a repository from each train.
Make user group and assign wusers to that group
Muotify all train contributors of cutover schedule
1. TFS Repository
2. Mew repository location.
3. Include date for transition {1 week later)
4. Deployment freeze (-1HR)
L. Include link to GIT switch instructions
&. Explain that a completion notification will come later.
Make TFS readonly
Mowve application repository to BitBucket
Add "Cutover Note” commit to Develop branch.
Run Build to Mexus stop after checkout.
Motify all train contributors of transition completion or rollback
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Deploying and Scaling Jenking on Kubsrnetes

Jenkins scalability provides many benefits Helm Kubernetes

v Burning rany build plans in parallel

» Automatically spainning up and remaoving SgenLs Lo Save casls
« Distributing the lbad

Tia sLart wath, endure thal the Kubernetes Chusier & up
and running,.

Rur Lhis cormmand Lo view the clustar:
$ kubectl get sec
The oulpul should ook simslar Lo Lhis:

Follow the rmentioned dleps Lo get this up and running:
- Clane the Github repe and build the docker image.
« Deploy jenking helm chart to Kubsrmsies.
® Aocess |enking.
= |enkind Slaved Configuration

1. Clone the Githab repo and build Lhe docker image:-
Firet chone the Github feps. This reposilory has a Docker@e and a helm chart for setting up a
Jenkinsg rmaster running in Kubernetes. This Jenking has the required 1ol b work in and with
Kuberneles.

= Jenking application wilh pre-loaded pluging (See pluping LxL)

3 Yo can add and remowe pluging by aditing the pluging ixl T

# Build the Jenkins Docker imags
+ docker build -t anuphnufenkinasell0 1 & Push the image
£ docker push anuphnudfenkinss00001

2. Deploy |enking helm charl to Kubermetes:-
Mow we are dodse wilh the build image parl, il trne W insiall the Helm.
What is a helm?

Hedm & a package manager which aulomates the process of installing, configurang, upgrading,
and removing camplex Kubermetes application. For deployment, you need Kubernetes
comimands (kubectl) 1o create and configure resources using Kuberneles manifest. Basically
iU's manually creating each resource separately which is painful. A Helm chart defines several
Kuberneles resources a5 a 2el. Helm can make deployrments aadier and repestable because all
respurces for an applcation are deployed by running one command.

Hedm has o alameants, 8 client (helm) and a server [Tillerl The sarver @lement runs inside a
Kubernetes custer and manages the installation of charts. With Helrm, configuration setlings
are kepd in values yarml file Separate from the mandlfest formats. The configuration values can
be changed according 1o application need withoul Lowching the rest of the manifesy

Install and Cnable helm i pour duster:

# Download hielm package and unpack i

£ wget hups-figes helm, sh/helm-3.0 05 2-Bnux-armd G4 1ar g2

$ar exlfv helmov3 0.0-rc 2-linux-ard 68 Lar g e

£ cp linux-amdédrheln fussfliocaliben helm# Create The Tiller Service Accounl and rbad
peY Mmission

£ kubecl agply 1 rhac-configyaml# Inil helm and Liller an your dhuster

£ hebn indl -service-acoouwnt Liller --upgrade

+ [Deplay the |enkins helm chart:-
Run Lhe lelowing comemand Lo insLall |enking an the Kubernated duster wia Helm Chart.
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Biological Meuron Structure

Cell body (Soma)




